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Overview

Bitcoin Heists - A Timeline

Many of the thefts from bitcoin exchanges since June 2011.

Exchange Bitcoins missing

Surces: Reuters, Professor Tyler Moore at the University of Tulsa, CrypotoCompare and various websites.




A better Way

Why altcoin.io?
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How works

From a technical standpoint, we store all of your tokens on the blockchain. That means it is stored
securely where we do not have access to it. Only you have access to your funds because only you
have your private key. If you have a Bitcoin wallet, there are private keys attached to it. We never
have access to those either internally or externally. Only you do. You have your tokens stored on
the blockchain and then we connect you with another individual that also has tokens stored on
the blockchain. Then we do something called an atomic swap that essentially removes the middle
man from the exchange process. So Coinbase can be thought of as a middleman where you put
in U.S. dollars and you purchase Bitcoin and they have control of that Bitcoin. It is stored on their
web-based wallets not in the blockchain. If they get hacked, you would lose your Bitcoin.

Since we're storing everything “on-chain,” you have full control. An atomic swap is atomic in the
sense that if the transaction isn't successful, neither party loses out - the swap takes place or it
doesn't. There are no half measures.

Our atomic swaps use hashed-time-locked-contracts (HTLCs). These ensure that neither party
can take the offered funds without first offering their own. For example, let’'s assume Alice and
Bob want to exchange BTC for ETH. Alice sends her BTC, Bob sends his ETH, and each declares
receipt of their new coins by confirming a cryptographic code, issued by the HTLC. If neither or
only one of them confirms the code within a set timeframe, both sets of coins return to their origi-
nal owners and the exchange is cancelled.




Achievements and remaining
challenges
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securely. No middleman
required.

CONFIRMATION SWAP

Jps to tr

~ . deskfop & mobile
e ATOMIC SWAPS




na

Lightning Networl

other token, regardle

Competitive landscape




Benefits:

Decentralized means you cannot lose your coins through hardware failure, lost credentials,
or other negligence.

Decentralized means the exchange is secure against theft, hacking, and other
cyber-crime-whether from internal or external sources.

Decentralized means you are fully in control of your coins.
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Scalable

What is altcoin.io?

We are building a way for people to trade cryptocurrency peer to peer, without ever losing control of their
tokens. If our service were to go down or be hacked, users would know their tokens were never in harm’s way. All
we do is connect one individual to another. We never assume the custodial risk of holding users’ tokens, and we
don’t have any control over users’ tokens.

Our mission is to bring the entire cryptocurrency experience together to create a transparent, trustworthy and
honest market. We believe that will help take the cryptocurrency industry from where it is today, which is around
a $500-%$600 billion market cap, up to at least a $1 trillion market cap. We look at CoinBase, an exchange that
made $1 billion in revenue in 2017 and they did this by making it really easy to buy Bitcoin and a few other digital
assets, including Ethereum and Litecoin.

What CoinBase did for Bitcoin, we want to do for Altcoins. We want to create the easiest way for people to trade
securely with atomic swaps which enable you to trade peer to peer with others without your tokens ever leaving
your possession.




How do atomic swaps work?
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How is an Atomic Swap different from the "smart contract”
technology that is part of most cryptocurrency trades?

Why haven't other
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How will you decide
which currencies to include
and which fo exclude®?

How does the wallet
inferaction work?

Cryptocurrency can be complicated.
How do you plan to afttract customers,
especially newcomers to the market?
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